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45 Best Practices to Reduce the Risk 

of Fraud in Your Organization 
 

 

Management and Board Level: 

Ensure your organization’s culture strongly encourages ethical behavior. 

Create policies and procedures that address dishonest or unethical behavior - such as a code of conduct and a conflict of interest policy. 

Institute a reporting mechanism (or whistle blower system) that allows employees to confidentially report wrongdoing. 

Use pre-employment background checks to identify previous dishonest or unethical behavior. 

Educate staff about the importance of ethics and provides anti-fraud training on how to recognize fraud indicators. 

Have an internal audit or review done on a yearly basis OR have senior management periodically perform a detailed review of key financial records. 

Adequately staff the accounting department to ensure proper segregation of duties related to authorization, custody of assets, and recording or reporting 

of transactions.  Cross-train employees to reduce reliance on one individual. 

Set adequate controls and documented policies and procedures for cash management, procurement, payroll, and intellectual property. 

Update anti-fraud programs, policies and controls whenever the organization experiences significant change (such as reorganization or downsizing). 

Enforce a vacation policy. 

Ensure there is adequate insurance in place to protect the organization in the event of fraud. 

Put a response plan in place to provide guidance on how to handle instances of fraud and other wrongdoing. 

Have external auditors examine the operating controls and expense accounts to ensure due process. 

Request a management letter from the organization’s external auditors following all assurance engagements. 

Have the board play an active role in monitoring the effectiveness of anti-fraud controls. 

 

Day to Day Bookkeeping & Accounting: 

Prepare bank reconciliations monthly by the 15th of the following month. 

Check the bank reconciliations for unusual reconciling items. 

Prepare a full set of financial statements every month including statements of revenue, expenses and balance sheet. 

Have management review the internally prepared financial statements on a monthly or quarterly basis. 

Watch expense accounts for unusual increases.  Examine items charged to frequently used accounts such as office and general. 

Request aged subledger listings for accounts payable and accounts receivable. 

Ensure that clearing accounts clear properly each month e.g. payroll clearing, employee tax deductions, HST payable. 

Review HST returns. 

Review payroll accounts for unusual entries and fictitious employees. 

Ensure all general journal entries have a description of the entry and the approval of management. 

Understand the reason for each journal entry. 

 

Controls Over Cash / Cheques / Funds: 

Know the procurement process and the list of vendors. 

Pay only from invoices and then mark invoices “paid” to avoid duplicate payment. 

Control the cheques: 

Cheques should be pre-numbered. 

Unused cheques should be kept in a locked cabinet. 

Cheques should require two signatures. 

Limit the number of authorized signatures to 4 at most.
Don’t pay a vendor without a valid invoice. 

Don’t sign a cheque without first seeing the documentation. 

Don’t sign a cheque that is not completely filled out. 

Someone other than the person writing and mailing the cheques should receive the unopened bank statement and review the contents before it is 

reconciled. 

Bank accounts should be reconciled every month, preferably by an individual other than the person writing cheques and making deposits.  

Reconciliations should be reviewed by the treasurer. 

 

Petty Cash Controls: 

Always use an impressed system.  Keep the amount impressed low. 

Only one person should have access to the petty cash. 

The petty cash should be kept in a locked drawer or filing cabinet. 

Vouchers should be completed in ink and supported by receipts. 

 

Investments: 

Signing authorities should be kept up to date with your investment advisor (whenever there is turnover on the Board). 

Withdrawals from portfolio accounts should require either Board approval or a minimum of two signing authorities. 

Check the box before each best practice listed below if you’ve got it covered. 

 


